CYBERSECURITY

Business Platform

Lutech S.p.A. as a partner in Cybersecurity.
Revenue: 2mln.€ | Professionals: 25| Case Studies: 140 | International Operations

Huge R&D and facilities Innovation, cyber threats 15 years old of expertise
investments in technology assets, & compliances scouting, in Consulting, Innovation,
Threat Management Services Forward-looking vision to drive actions, Security Strategy & Operations
and Managed Cyber Defense Risk-based approach and Managed Cyber Defense.
services delivered by our Cybersecurity for cost-effective investments.

Command & Control Center - C4.

e WHAT WORKS —

ENFORCEMENT DETECTION
Design, implementation and deployment of rules Detection of anomalies, intrusions, security policy
and security “walls”: violations in order to triage an incident and activate
® Access Control with Default Deny next phase:
® Encrypt ® Log, Inspect, Add context
® Harden & Patch ® See, Analyze, Understand
@ Stay vigilant
® React
RESPONSE ANTICIPATION
Security incident response process, from contain-
ment of effects to determination of root-cause and Knowledge of own defense with assessment, intru-
collateral damages, aiming at recovery of normal sion simulations, data classification, risk and
operations: business impact analysis, plus knowledge of the

adversary with security intelligence & early warning:
® Be ready to contain something that will happen

@ Business Continuity ® Borderless Visibility beyond the know Attack
Surface (avoid “Maginot line” effect)
® Early Warning for better Response & Prevention
® Know your defense & Exercise
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