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Foreword 
 

 
 

We are well -aware  of the task  we enrolled when writing the annual report on 

ICT security in Italy : a task of contents, precision, and information.  
A task we can fulfill thanks to the diligence o f our Clusit members  which 

represent , at the highest level, the various professionalities which build the 
complex supply chain of the information security world.   

 
Starting  the last year, with two editions and a detailed circulation,  we  are 

giving  a clear recommendation to the market : we cannot think of the  
information society advancement in our country, without a full awareness of 

threats and risks we need to face. This new edition  is the proof of our  

determination.  
 

Moreover, Clusit assignment is not only  to carry out the function of a ñprobe ò 
for new scenarios , as we believe it is most important to make our potential in  

smartness and passion available to those wishing to deal with a strong belief in 
such as strategic theme fo r our future.  

 
Both at nationa l and European level, there are positive sign als  of a clear will 

from governments and institutions  to concretely operate in order to protect 
resources and systems which allow enterprises  and people to communicate and 

interact : we are ready to aid with  our ideas and expertise.  
 

Thatôs true, thereôs a lot to do! We are saying this since a long time, and thatôs 
why se have already started to do it.  

 
I hope you will enjoy reading this report.  

 

Gigi Tagliapietra  
CLUSIT  President  
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Introduction to the Report 
 

In 2012 we gave life to the first ñReport on ICT Security in Italyò, then fo llowed 
by a second edition in J une and by the  English edition last September.  The 

interest we raised up (m ore than fifty articles appeared on various 

newspapers , and over ten thousands requests asking for the report), 
encouraged us to keep on, to the extent that we made the decision to produce  

the CLUSIT report yearly and, if possible, with regular updates along the year.  
 

The Report  2013 starts with an overview of  the most sig nificant  cyber -crime 
events and IT incidents for the year 2012, and with the trend s for the year 

2013 . Itôs a picture extremely up to date and thorough of the global status, 
posing a particular attention on the Italian status .  

 
We have classified more tha n 1600 known attacks for 2011 and 2012, sorting 

them by attackers and victims type, and by attack tec hniques type.  Talking 
about  Italy, we analyzed the 129 public attacks observed during the 2012, 

studying their distribution and the type of attack s.  
 

The report also includes the result of surveys  involving 207 companies, by 

which we were able to analyze the ICT security Italian market trend, 
identifying the areas where investments of public and private sectors are 

going.  
 

Speaking about  job market, our st udy drew the attention to the most valued 
professional figures, our goal being to facilitate the students and experts 

choice s.  
 

Furt hermore , we g ave in -depth analysis on a variety of hot subjects: mobile , 
social , Cloud security ; Health and e -commerce secu rity: two main themes in 

the Italian Digital Agenda; we then end up with the 2013 Report ñFocus On ò: 
the new IPv6 protocol and a series of valuable considerations for a correct 

back -up and business continuity.  
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Cyber-crime related events, main security incidents and 
trends: 2012 and 2013 overview 

 
 

After analysing what has happened during last 2012 and the first quarter of 
2013, we must confirm  the trends we had anticipated in the previous CLUSIT 

Report last year, and highlight the rise of concerns  from experts who are facing 
a scenario that is getting worse.  

In this  historical period  our society is switching from an analogic to a digital 
approach, from a physical world to the cyber space, IT security threats rise in 

an exponential manner in terms o f both quantity and impact, whilst experts 
meet large difficulties in reducing these threats, and consequentially the 

hypothetical short -medium term scenarios are not encouraging.  
One year after  the 2012 Report , we are now facing a real emergency where 

nobody can feel safe, where everyone is in someway threatened, from the 
simple citizen to small and large enterprises and national institutions. At the 

same time the rate of security incidents increased by 250% in the last year, 

and the Cyber Crime is the so urce of 54% of them (it was 36% in 2012), with 
an annual growth of the number of attacks of 370%...  

Data show a scenario that is more concerning than what we predicted last 
year, confirming the ñworst caseò scenarios we hypothesized . We believe, wi th 

no  fear of appearing too alarmist, that itôs time to act, now and effectively. 
Later on we will show the analysis of the main  incidents and the trends to 

prove the statement above.  
Our study, which refers to a sample of more than 1,600 incidents occurred in 

the  last 24 months, is the result of classification and correlation activities, that 
required the review of thousands of open sources, several crossed checks 

through OSInt 1 procedures, and, last but not least,  comparison of the 
information with reports from various vendors (amongst them Cisco, IBM, 

Kaspersky, McAfee and Trend Micro).  
In this context our country seems to be one of the few that has not improved 

its effort on this issue or, at least, not started yet to consider in the right way 

the issues of scen arios prospected for the future months.  
Itôs definitely true that in the ñItalian Digital Agenda ò document, some guide 

lines for the cyber security  have been provided , and more the last 23 rd  January 
the Monti government announced an action 2 for the ñcyber securityò subject 

which, in theory, gives some hope even though itôs not yet sufficient. 
What is lacking are a strong awareness from all the interested actors, good 

technical skills, participation of all the social entities, like schools, institutions 
and politic s. It lacks investments and mainly it lacks a vision to face such a 

complex problem like the current one, requiring  quick reaction times and 
multidisciplinary solutions, coordinates and sophisticated against a non -stop 

attack, running 24 hours per day on every side, which is now costing to the 
country billions of euro s of direct and indirect costs . 

                                                 
1 OSINT ς Open Source Intelligence ς Analisi di fonti aperte 
2http://www.governo.it/Presidenza/Comunicati/dettaglio.asp?d=70337&goback=.gde_4169913_member_207772373 
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With a substantial reduction of this losses it could be possible to gain almost a 

1% of GDP: can we allow ourselves to l oose this chance?  
Our wish is tha t from this year it will start in the quickest possible way, without 

wasting any more time, a technology alignment of our country with all the 

advanced ones, to fill all the gaps represented by not having yet a govern ment  
CERT, ne ither a clear national cyb er strategy in national security, with all of 

the right the components, people, tools, and politic al vision . .  
We hope that this document Clusit 2013 Report may help to the discussion 

giving our little contribute in order to face those threats  facing us , while 
wishing all to enjoy the reading!  
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Analysis of the Main International Incidents 
 

2012: highest peak of cyber threats 
During the 2011, as we already described on the previous Clusit  Report 3, the 
total amount of cyber attacks and the intensity of each o ne has grown with a 

significant rate compared to the previous years, finding the most of us 
unaware. This will drive us to the hypothesys of a speed up of the 

phenomenon for the year 2012 , because of a long series of structural and 
short - term reasons.  

 
Thi s (easy) guess became true, in some aspects even more than our 

anticipations, confirming those trends found in our analysis of the main known 
international incidents 4 for 2011 ( about  470) and showing a further 

acceleration.  
All the average 1200 (known) mai n attacks from 2012 5 we analysed show that 

cyber threats increased during the year (+254% overall), considering all the 

interpretations of the phenomenon, with a growth of both the number and 
complexity of the attacks, and in addition the damages experienc ed6. 

To give a numeric measure ( related to our sample of 1652 known incidents, 
which represent only a small portion of the entire problem), here is the chart 

of the last two -year s period:  
 
 

 

Main attacks at global level per semester

 
 

 

                                                 
3 http://www.clusit.it/docs/rt67d_o23xfrsh9IIE.pdf 
4 http://hackmageddon.com/2011-cyber-attacks-timeline-master-index/ 
5 http://hackmageddon.com/2012-cyber-attacks-timeline-master-index/  
6 http://www.ilsole24ore.com/art/tecnologie/2012-09-22/crimini-informatici-italia-costano-110136.shtml 

http://hackmageddon.com/2012-cyber-attacks-timeline-master-index/
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All the information analysed and c ategorized have been collected mostly from 

open sources, so their quality level (talking about reliability and completeness) 
must be considered variable , despite all the efforts we made  

Said that, the increasing trend of the number of meaningful attacks du ring the 

last 24 motnhs is clearly relevant from the following graph.  
Despite the decrease of the number of meaningful attacks that showed up in 

the public domain in the second half of 2012, given by a decrease of big 
demonstrative attacks from Hacktivist s (who have been heavily hit  by the Lae 

Enforcement during the year), the trend line looks pretty clear:  
 

 

Global level trend per semester

 
 
The main effects of the worsening of the situation during the last year, 

confirmed also the first period of this 2013, can be summarized with the 
followings:  

- Everybody has become a potential target, just because they are 
online . Looking at the statistics , there are still differences between big 

and small companies, between different sectors, between private citizens 
and ce lebrities , men and women, adults and children, and so oné, but 

this difference is becoming lower and lower. Different groups of attac ker s 
still show preferences sorted by the victim ôs typology, but the reason of 

that is because theyôre specializing on specific targets 7; on the other 
hand these attackers have become so many and their actions so 

pervasive, that they saturated the entire range of potential 

victims/targets.  
For this reason, and because nowadays users are using many devices 

(like desktops, lapto ps and mobile devices) increasing the ir  ñattack 
surface ò, there are no more ñsafeò targets. 

 
- Traditional protections (antivirus es , firewall s) are not enough to 

stop threats , which become  more and more sophisticated  everyday , 

and able to avoid the majority of control systems. In this phase of 

                                                 
7 http://uscyberlabs.com/blog/2012/06/11/tor-black-market-cybercrime-ecosystem/ 
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transaction towards more advanced forms of information security, where 

the defenders are in cleaer disadvantage, then prevention is particularly 

important, in the form of awareness growth and change of the most 

dangerou s habits by the side of the users;  

 

- No platform is exempt from cyberthreats . As far as a couple of years 

ago , threats were mainly concentrated on Microsoft products, because of 

their widespread availability both in the enterprise and in the private 

sector.  Nowadays, simultaneously with the change occurring in the ICT 

market, cyber -attacks take place with increasing frequency (and high 

success levels also towards less common platforms (but in a rising 

market) as Mac OS X 8, iOs 9, Android 10  and  Blackberry 11 . In fact, more 

and more frequently we can observe the realization of multiplatform 

malware 12 , or able to infect the victims PC s after their smartphone 13  

infection, and vice versa.  

 
This growing, endemic danger ous  situation could last for years even in the 

better  case, that  is if effective countermeasures should be adopted the very 

next day, and should be taken into account by all the stakeholders of our 
technological civilization, as we could not ignore it because of its impact. In 

effect, as we will see up ahead , based on the estimated frequency, today the 
cyber -attacks have become the first crime model of which an Italian citizen 

could be a victim.  
 

Unfortunately, in this historical phase, at the speed with which this new 
technology circulates, it does not corr espond with the parallel adoption of 

adequate security measures (cultural, organizational and technological), while, 
on the other hand, the ñbad guysò are extremely fast in gaining advantage of 

system vulnerabilities and lack of awareness by their users. T oday, starting 
from the discovery of a critical vulnerability, maybe involving hundreds of 

millions of systems (for ex. a Java vulnerability, or Acrobat, or Flash, or a very 
large diffuse web platform as it could be a Social Network or a Web Mail 

system) a nd its exploitation by the side of cyber criminals, spies or ñcyber 

warriorsò can last a few hours, or days at most. In this context the defenders 
reaction speed becomes essential, but a very few ones are able to keep up 

with that.  

                                                 
8 http://threatpost.com/en_us/blogs/new-malware-found-exploiting-mac-os-x-snow-leopard-050212 
9 http://www.chmag.in/article/aug2012/apple-ios-vulnerabilities 
10http://www.pcworld.com/article/262321/over_half_of_android_devices_have_unpatched_vulnerabilities_report_s
ays.html 
11 http://www.berryreview.com/2012/03/14/webkit-vulnerability-plagues-blackberry-ios-android/ 
12 http://threatpost.com/en_us/blogs/rise-cross-platform-malware-082412 
13 http://www.securelist.com/en/blog/208193760/New_ZitMo_for_Android_and_Blackberry 
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In addition, we 
need t o 

remember the 

ever -growing ñ0-
dayò 

vulnerabilities , 
that is the 

vulnerabilities not 
known by the vendor, for which a countermeasure does not exist, and which 

are going to foment a global black market of many million dollars 14 , which 
incites more and more ñhackersò to try to get a profit, that can exceed 

hundreds of thousand dollars for a single vulnerability.  
 

This occur rence represents a vicious cycle, as a growing availability of 
economic  resources permits to the attackers to develop malwares more and 

mor e sophisticated.  
We can state that the main problem nowadays is exactly this growing 

discrepancy between the attackers great speed and availability of means and 

the relative slowness of the defenders which are using inadequate means, and 
that this is the f ocal point to deal with urgently, before the situation get s 

worse.  
During 2012 to these phenomena  it has been  strongly  added the subject 

matter of the Cyber Warfare 15 , becoming one of the main sources of systemic 
risk, from now on.  

 
What in the previous Re port was revealed as a  potential risk, has become in 

few months a severe international problem, considered absolutely serious by 
governments, supranational organizations and works personnel, investing 

billions in this area of interest.  
All the leading acto rs on the international scene, U.S. being in front, are 

developing important deterrent offensive  capabilities, and someone are e ven 
threating to resort to kinetic measures in the case of cyber -attacks 16 , making 

more and more statements ratifying the beginni ng of an era of ñcyber cold 

warò of which is hard to speculate the developments, but which is destined in 
the very next years to alter the worldwide geopolitical balance.  

We need to underline how our Country, in this  as well as in  other information 
securi ty  areas, is getting left behind, and is missing a significant part of 

fulfillment, exposing itself to significant risks, with significant indifference by 
politics and citizens.  

Then, which a re in substance  the practical consequences of all these threats? 
To give some examples, also this year, before to move on to the statistical 

analysis of the available data, we pause shortly on some particularly 

                                                 
14 http://www.forbes.com/sites/andygreenberg/2012/03/23/shopping-for-zero-days-an-price-list-for-hackers-secret-
software-exploits/ 
15 http://mashable.com/2013/01/30/cyber-warfare/ 
16 http://www.zdnet.com/obama-can-order-pre-emptive-cyber-attack-if-u-s-faces-threat-7000010769/ 
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resounding cases (and fore some reasons significant) happened throughout the 

2012.  
 

 

Representative cases  
 

Am ong the approximately  1,200 important attacks in 2012 that we have 

analyzed, for instance of the emerged (and emerging) trends we will relate 
about a selection of twelve cases, not necessarily  the worst ones, but 

emblematic for different reasons  
 

1. "Do no t use our software ò 
Vi ctim  Attac ker  Employed techniques  
ICT Security  multinational 
company 

Indian hacktivists: 
Ƨ9ÁÍÁ4ÏÕÇÈƨ ÏÆ ÔÈÅ ,Ï$ 
group , others ? 

SQLi, Social 
Engineering, Hacking  

 

 
A singular story, with contours still poorly defined, which as a whol e involves 

hacktivists, spies, cyber criminals, governments and some well -known  
multinationals.  

In January 2012, an international producer  of security solutions admit s to have 
suffered, in 2006, a theft of source code made by unknown, stating that the 

caus e was the impairment  of a server's partner.  

The cause of this announcement is  a blackmail attempt by hackers antagonists 
of the Indian "Lord of Dharmaraja" (L oD), which claim to have compromised a 

series of sensitive government ser vers in thei r  country, an d to have found, 
among other things, these sources (in exchange for which they are requesting 

$ 50,000 to the manufacturer) . 
Along with sa mples of these source codes , the LoD provide d other "hot" 

information (for example, strong indications of impairment o f the systems of 
the United States -China Economic and Security Review Commission -  USCC, 

and the "evidence" that some leading Western companies producing mobile 
phones have added backdoors into their products on request from  the 

government of India).  
As if  that w as not enough, after a first series of reassuring press releases, 

aimed at minimizing the risks to users, the international producer of security 
solutions invites its customers not to use their remote access so ftware (one of 

the solutions more wides pread in the world market) and "d isable until the 

Company has issued appropriate security patches."  17  
A bold and unprecedented  announcement , as commented H .D. Moore, chief 

architect of Metasploit 18 , which caused huge stir in the community of experts, 

                                                 
17http://www.symantec.com/connect/sites/default/files/pcAnywhere%20Security%20Recommendations%20WP_01_
23_Final.pdf 
18 http://www.reuters.com/article/2012/01/25/us-symantec-hacking-idUSTRE80O1UY20120125 
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becaus e the theft of the source dates back to more than five years before (with 

al l the implications of the case)  19 .  
 

2. "  Hello, who ôs paying for this? "  
Vi ctim  Attac ker  Employed techniques  
Tens of thousands of cell 
phone users  

Cyber criminal s Unknown 

 
As a r esult of investigations conducted by U. S. Secret Service, an At torney 

General of New York opened a  proceedings against twelve cyber criminals 
for having created a sophisticated telephone fraud, cloning tens of 

thousands of mobile phones, for a total of $ 250 million in illegal profits 20 . 

According to court papers show that, stealing information from 
unsuspecting users, criminals had put together an impressive black market 

for international calls untraceable.  
The involvement of the Department of Homeland Sec urity suggests that, 

among the "clients" of this service, there were also suspicions of terrorism.  
 

 

3. " The King is naked "  
Vi ctim  Attac ker  Employed techniques  
Sirian President Bashar al -
Assad 

Hacktivists  (Anonymous), 
Syrian rebels  

Insider ( mole), SQLi  

 

A cell of opponents of the Syrian regime is able to obtain , from a mole , 
credentials of private email accounts used by President Assad and his wife 

Asma, and can monitor all of their conversations for over 9 months.  
When , in the S pring of 2012, a cell of hacktivists from  the Anonymous group 

can independently compromise the website of the Syrian Home Office 
Ministry 21 , among many stolen information also comes into possession of 80 e -

mail accounts used by regime loyalists, including those of President and his 
wife.  

Only when the contents of thousands of emails (including a lot of very 
compromising correspondence) is made public by Anonymous  through  

WikiLeaks , communications through these mailboxes came to a stop . 
 

4. "Compliance ok, s ecurity  ko"  
Vi ctim  Attac ker  Employed techniques  
1,5 milion of credit card 
users  

Gang of cyber criminals 
from central America  

Ignote (social 
engineering, hacking?)  

 

Even if in this case the information is fragmentary and contradic tory 22 , it is 
undisputed that an A merican company res ponsible for managing transactions 

with credit card s was attacked by a gang of cyber criminals.  

                                                 
19 http://www.infosecisland.com/blogview/20505-Remote-Attack-Code-for-Symantecs-pcAnywhere-in-the-Wild.html 
20 http://blog.dhs.gov/2012/02/secret-service-investigates.html 
21 http://www.guardian.co.uk/world/2012/mar/14/how-assad-emails-came-light 
22 http://www.scmagazine.com/visa-confirms-processor-credit-card-breach/article/234478/ 
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For this reason, major credit cards have  immediately disbarred  the company 

from the list of trusted manag ing institutions . Inevitabl y, this has had a major 
impa ct o n the company ôs shares . 

The attack, carried out from the malicious mischief of the terminals of a major 

taxi company in New York, has c aused the loss of information related to  1.5 
million credit cards, before the existing anti - fraud system was able to detect  

anomalies.  
Following this incident, the company has not only  undergone a co nsiderable 

reduction in income, but had to g et a new PCI -DSS certification and has been 
recently sentenced to a compensation of $ 94 million (being insured against 

such event ualities  "only "  for 30 million USD)  23 .  
 

 
5. "  Identity theft on a national scale  "  
Vi ctim  Attac ker  Employed techniques  
9 million Greek citizens  Cyber criminal  social engineering, 

hacking  

 

The Greek police have arrested a 35 year -old Athens 24  on charges of  stealing 
the personal data of more than two - thirds of the Greek population, or about 

nine million profiles on a total of eleven million citizens.  
These profiles, in addition to the name, age and sex, included the Social 

Security number, the license plate of any vehicles, etc..  
The man was singled out because he tried to sell the data over the Internet. It 

is not clear if it had one or more accomplices within the administration 
Hellenic.  
 

6. "  Operation High Roller  "  
Vi ctim  Attac ker  Employed techniques  
Unknown number of European 
and American companies  

Organized cyber crime  social engineering, 
phishing, hacking  

 

A gang of cyber criminals with considerable technical skills was able to steal 

more than $ 78 million from the accounts of numerous companies 25 , inf iltrating 
corporate computers suppli ed to the administrative staff that were previously 

identified through the Social Network and made object  of targeted phishing 

emails with malware such as Zeus and SpyEye to capture the credentials of 
bank accounts, spre ading  over more than 60 different lenders.  

The experts who have analyzed the modality of the attack 26  describe it as 
extremely sophisticated and highly automated, able to overcome protections 

and advanced features such as one - time password authentication sy stems at 
two levels.  

 
7. "  The digital signature  gang "  
Vi ctim  Attac ker  Employed techniques  

                                                 
23 http://www.scmagazine.com/global-payments-now-expects-to-pay-94m-for-breach-costs/article/275832 
24 http://news.yahoo.com/man-arrested-athens-over-id-theft-most-greek-171450741.html 
25 http://blogs.wsj.com/cio/2012/06/26/operation-high-roller-targets-corporate-bank-accounts/ 
26 http://www.mcafee.com/us/resources/reports/rp-operation-high-roller.pdf 
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Italian entrepreneur  "Evolved" scammers  Request for smart card 
on behalf of the victim  

 

The fraud was discovered by GAT (the Special Unit for T elematics  Fraud s of the 
Guardia di Finanza  ï Financial Police ). Three scammers have taken over the 

company of an unsuspecting business owner, and impersonating  him release d 
a smartcard in his name, through a Public Accountant and a service company 

that were, in turn, victims of the scam.  
Obtained the smart card on behalf of the scammed, they proceeded on selling 

shares, recording it regularly through the computer systems of the Chamber of 
Commerce in fact defrauding the company to its rightful owner.  

Quoting from the news: "th e gang of the digital signature -  say the 
investigators -  has worked in spite of the much vaunted security and 

invulnerability of the technological solution for the authentication of the 

signature of public documents."  27  
 

8.  "Operation Enlightenment"  
Vi cti m Attac ker  Employed techniques  
Many organizations and 
companies, mainly U.S.  

Cyber Espionage  Malware, hacking  

 

This is one of the most important international intelligence operations emerged 

in the course of 2012. Discovered by chance (as well as Flame, Shady Rat, 
Rocra and other similar cases) by some researchers, who were investigating a 

single case of compromise 28 , it was soon proved to be a campaign of 

intelligence on a global scale, conducted with method and determination by 
attackers presumably relat ed to interests in the Far East.  

Among the targets, very different from each other s, government organizations 
belonging to many European and American sectors, high tech companies, law 

firms, public relations firms, think tanks, etc 29 . 
An important aspect of  this operation is that the attackers, although using little 

sophisticated hacking techniques , in some respects even trivial, they managed 
to infiltrate dozens of organizations, some of which are sensitive, without 

raising any alarm, for a period of many m onths .  
 

9.  "  Millions of compromised accounts  "  
Vi ctim  Attac ker  Employed techniques  
Many Social N etworks and 
websites  

Organized cyber crime  SQLi, hacking  

 

During the year there were numerous, as well as striking, malicious mischief 
that led to the theft  of millions of passwords and accounts from Soci al 

Networks and websites with a  high level of traffic.  
In one case the victim company has asked all its 28 million users to change 

their passwords 30 . 

                                                 
27 http://www.ilsole24ore.com/art/notizie/2012-03-26/rubano-firma-digitale-intestano-181133.shtml 
28 http://www.cybersquared.com/project-enlightenment-a-modern-cyber-espionage-case-study/ 
29 http://w.infosecisland.com/blogview/21195-Project-Enlightenment-Attacks-Reminiscent-of-Shady-Rat.html 
30 http://nakedsecurity.sophos.com/2012/07/11/formspring-hacked-28-million-users-told-to-change-their-passwords 
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In another case the credentials of about 6.5 million users of a famous 

professional 31  Social Network  have be en compromised . 
A well -known  microblogging platform instead, as a result of a widespread 

attack on its users aimed at compromising the credentials , has preferred  in 

doubt to  reset a large number of accounts, then apologizing with its users for 
the inconvenience .32 . 

Finally, several major service providers of Web Mail and chat, due to 
vulnerabilities in their password reset 33  systems , have made it possible for an 

attacker to access any account of their users, wit hout even having to 
compromise their credentials.  

 
10.  "Cyber crime as a service"  
Vi ctim  Attac ker  Employed techniques  
Unknown number of companies  
at a global level  

Organized cyber crime  SQLi, phishing, social 
engineering, hacking  

 

Among the many possible  examples of the sophistication achieved by cyber 
criminals, this is certainly not the most worrying, but stands out for the 

professionalism and organization of the group th at manages the illegal activity . 
A website (accessible via TOR) offers at budget pr ice time limited access to 

more than 17,0 00 systems compromised by their  RDP (Remote Desktop) 
service exposed over the Internet 34 . 

With just a few dollars you can buy access to the victim system, and thus have 
the ability to penetrate, in addition to the sy stem, also the network that hosts 

it.  
The compromised machines can be searched for the range of public IP 

addresses, making it very easy to identify a compromised machine within the 

network of a specific organization or company.  
If the compromised system i s deactivated or locked down during the period of 

agreed access, you can submit a ticket to cyber criminals who shall replace it 
with another  one . 
 

11.  "Man in the Router"  
Vi ctim  Attac ker  Employed techniques  
4.5 million Brazilian ADSL 
users  

Organized  cyber crime  social engineering, 
hacking  

 

Taking advantage of a trivial vulnerability on many models of rou ters provided 

by Brazilian ISPs , a gang of cyber criminals has been able to access the login 
credentials of their web interface and change the addresse s of the DNS servers 

in their configuration 35 .  
In this way, by using malicious DNS servers around the world (over 40), cyber 

criminals have been able to redirect the users' browsing at their pleasure, and 

                                                 
31 http://en.wikipedia.org/wiki/2012_LinkedIn_hack 
32 http://mashable.com/2012/11/08/twitter-hack-password-reset-call/ 
33 http://techlogon.com/2012/04/29/hotmail-accounts-hacked-no-matter-how-strong-the-password/ 
34 https://krebsonsecurity.com/2012/10/service-sells-access-to-fortune-500-firms/ 
35 http://www.securelist.com/en/blog/208193852/The_tale_of_one_thousand_and_one_DSL_modems 
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prompting them to download malware and to visit site s specially made to look 

like Google, Gmail, Facebook etc, in order to steal their credentials . 
In addition, cyber criminals have changed the password  to access the impaired 

routers , making it more difficult (and therefore expensive) to restore them . 

In Fe bruary 2013, millions of routers were still compromised.  
 
 

12.  "Social Botnet"  
Vi ctim  Attac ker  Employed techniques  
11 million users of Social 
Net work 

Organized cyber crime  social engineering, 
malware 

 

This story, despite being one of the most significant  of 2012, has  largely gone 

unnoticed . 
FBI, with the support of one of the major social networks in the world, arrested 

10 suspects, of seven differ ent nationalities, as part of complex inquiries 
concerning one of the largest botnets ever discovered 36 . 

Users  targeted by the Social Network by malware called Yahos (derived from 
the base of the infamous botnet malware Butterfly, dismantled in 2011), were 

victims of identity and banking credentials theft.  
The FBI estimates that total losses caused by this botnet,  consisting of 11 

million infected machines, have been in the order of $ 850 million 37 . 

                                                 
36 http://www.zdnet.com/facebook-helps-fbi-smash-global-11-million-strong-botnet-7000008671/ 
37 http://www.fbi.gov/news/pressrel/press-releases/fbi-international-law-enforcement-disrupt-international-
organized-cyber-crime-ring-related-to-butterfly-botnet 
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Classification of the main international known incidents 
 

Following the classification criteria that we have adopted (of necessity high 
level, given the frequent lack o f more detailed information on incidents) and 

the related numerical consistencies compared to the total .  
We reported  in orange the percentage increase s compared to 2011 , which are 

higher than the overall average, show ing  with a good approximation the main 
trends.  

 
ATTACKERS BY TYPE 2011 2012 Total Increase 

Cybercrime 170 633 803 372,35% 

Unknown 148 110 258 -25,68% 

Hacktivism 114 368 482 322,81% 

Espionage / Sabotage 23 29 52 126,09% 

Cyber warfare 14 43 57 307,14% 

TOTAL 469 1.183 1.652 252,24% 

 
VICTIMS BY TYPE 2011 2012 Total Increase 

Institutions: Gov - Mil - LEAs - Intelligence 153 374 527 244,44% 

Others 97 194 291 200,00% 

Industry: Entertainment / News 76 175 251 230,26% 

Industry: Online Services / Cloud  15 136 151 906,67% 

Institutions: Research - Education 26 104 130 400,00% 

Industry: Banking / Finance  17 59 76 347,06% 

Industry: Software / Hardware Vendor 27 59 86 218,52% 

Industry: Telco 11 19 30 172,73% 

Gov. Contractors / Consulting 18 15 33 -16,67% 

Industry: Security Industry: 17 14 31 -17,65% 

Religion  0 14 14 1400,00% 

Industry: Health 10 11 21 110,00% 

Industry: Chemical / Medical 2 9 11 450,00% 

TOTAL 469 1.183 1.652 252,24 

 

ATTACK TECHNIQUES BY TYPE 2011 2012 Total Increase 

SQL Injection38 197 435 632 220,81% 

Unknown / APT 73 294 367 402,74% 

DDoS39 27 165 192 611,11% 

Known Vulnerabilities / Misconfigurations  107 142 249 132,71% 

Malware 34 61 95 179,41% 

Account Cracking 10 41 51 410,00% 

Phishing / Social Engineering  10 21 31 210,00% 

Multiple Techniques 6 13 19 216,67% 

0-day40 5 8 13 160,00% 

Phone Hacking 0 3 3 300,00% 

TOTAL 469 1.183 1.652 252,24% 
© Clusit - 2013 Report on ICT Security in Italy 

 
 

                                                 
38 http://it.wikipedia.org/wiki/SQL_injection 
39 http://it.wikipedia.org/wiki/DDoS 
40 http://it.wikipedia.org/wiki/0-day 
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On the graph below, we can get a summary of the data analysis of the 1,183 

known attacks from  2012:  
 

Type and distribution of the attackers

 
 
Noteworthy, the Cyber Crime is now exceed ing  50% of the total (from 36% in 

2011 to 54% in 2012).  
 

Type and distribution of the victims

 
 

With regard to the distribution of the victims, we have a s light decrease in the 

attacks to  government agencies, but an incre ase in crimes against the 
entertainment industry, Web services, and education  targets such as high 

schools . 
 

Finally in  2012, speaking about the classification of the attacks vs the 
techniques used by attackers, it stands out the c onsiderable increase of t he 

DDoS category, whit a confirmation of the top  used techniques such as SQL 
Injection, exploitation of known vulnerabilities and the use of malware . 
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Type and distribution of the attack techniques

 
 

 

Indeed, i n most of the cases attacks were made with well -known techniques , 
for example  exploiting the lack of patch es, misconfiguration s, organizational 

flaws, lack of awareness by users, etc., all vulnerabilities that could and should 
be mitigated, if not eliminated , with relative eas iness , while this year they 

account for 68%  of the total. From this graph it is clear that the defendants 
have a wide margin  for improvement . 

 

While c omparing the data of 2012 with those of 2011, we beg an by analyzing 
the increase of the absolute value of the different categories of attackers, 

conf irming what we have mentioned in the previous chapter.  
 
 

 

Change in distribution of the attackers (absolute values)
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It significantly shows the increase in accidents due to cyber -crime, an increase 

less marked on  those due to hacktivists, a decrease in attacks carried out by 
unknown attackers , a slight increase in attacks connected to activities of cyber 

warfare and a slight decrease of the known cases of cyber espionage . 

By normalizing the absolute values and calculating the percentages for each 
category of attackers in the two years considered, the situation appears even 

more clearly:  
 

Change in distribution of the attackers (percentage values)

 
 

The growth r ate of the known cases of cyber -crime is very significant. On the 
one hand it points to the fact that the authors now do not even bother to 

conceal their tracks , on the other hand, as shown by the sharp decrease of 

unknown authors, it suggests that there  is an undergoing  improvement in the 
ability of defenders to identify the responsible, which is very positive . 

Shifting the focus to the classification of the abs olute values of attacks by type 
of victim , an interesting phenomena arise :  
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Attacks per victim typology (absolute values)

 
Despite the Government sector maintains the unenviable record of being the 
most frequently affected target within our sample, it is the Online Service and 

Cloud sector (which includes Social Networks) to show the highest growth 
rates of the attacks (+900%) .  

Comparing the percentages of the total of each of the years considered other 
significant data emerge:  

 

 
 

Compared to 201 1, we see a substantial increase in attacks not only against 
the Online Services, but also against educational and financial  institutions, 

while the other categories remained virtually unchanged, with the exception of 
the fund that is denominated "other", which shows a reduction.  

Finally, with regard to the classification of incidents according to the 

techniques of attack, it clearly shows the increase in some types of threats:  
 


